Instructor BIO:
Detective Richard Wistocki (Ret.) had been a law enforcement
officer for 30 years and 28 years with the Naperville Police
Department. He is now a part time Detective with the Kane
County Sheriffs Office conducting online investigations. In his
last 22 years as an Internet Crimes Investigator with the Naperville Police Department, he has forged
numerous partnerships with the community and other Law Enforcement Agencies. He has been a SWAT
operator / Sniper for the past 22 years. He is one of the founding members and an affiliate member of the
Illinois Attorney Generals High Tech Crimes Bureau (ICAC). Rich’s passion is concentrated in teaching
parents how to parent their children while online. He takes his juvenile investigations experience and
applies it to teaching parents how to be better parents. He is an instructor for the Department of Justice
and varius Law Enforcement Mobile Training Units and POST units across the United States. He is also
the creator of the Illinois Sexting Law.
Instructor Picture:

Course Description:
“Cyber-Bullying and Sexting Protocols In Our Schools With Appropriate Consequences”

This will be a 3 hour overview of the 8 hour class for School Administrators, SRO’s
and Law Enforcement. Schools will learn how to prepare a case when a student
discloses Cyber-Bullying and/or Sexting. Law Enforcement will learn the simple 3 step
process in investigating internet crime. We all will learn how to empower our students
and not dismiss them and what they are reporting. We will then learn what the
appropriate consequences should be and institute such consequences in a Restorative
Justice/Diversion Program known as JuvenileJusticeOnline.org.
Topics of Discussion:


Social networks and the information contained in them.



What is the “Dark Net” and how does it work?



How does “Leakage” effect your schools with school violence?



Identifying and Intercepting the School Shooter through Cyber investigations.



Searching social networks for suspected criminal activity.



Obtaining IP’s, screen names, Social Network user ID’s, Gamer Tags and cell phone data.



Writing subpoenas and search warrants for social networking sites.



Computer and cell phone forensics: What the investigator needs to know



Appropriate Consequences for Sexting, Cyber-Bullying and Vaping using
JuvenileJusticeOnline.org

